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Abstract: In recent years the interest for image encryption based on chaotic maps has become a major concern. In this paper, we
evaluate each step of the process used in image encryption based on chaotic maps. In an attempt to give an answer to each of the
issues raised, we perform experiments and we analyze performances of a few chaos-based cryptosystems by using common
analytical criterions like entropy analysis, correlation coefficients, key space, key sensitivity, number of rounds, etc. By evaluating
the results, the study shows that majority of schemes that rely on converting chaotic values in real numbers are time consuming.
For real-time applications, it is important to improve image encryption schemes by reducing the cyclic digitization of chaotic
numbers in the generation of permutation and diffusion keys.
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I. INTRODUCTION operations (symmetric encryption). This architecture
The image encryption is a technique that provides security  includes two important operations, permutation operation
for images by converting the original image into an image  and diffusion operation. The first one permutes the plain-
which is difficult to understand [1]. The image encryption  image, instead of changing the value of pixel. The last one
techniques can be divided into two groups based on the changes the value of pixel, instead of altering the position of
approach used to construct the encryption scheme: chaos-  pixel. This architecture became the general architecture for
based methods and conventional methods. However, chaos-based image encryption the most used in literature
conventional methods such as DES, AES, IDEA and RSA  [5].
are not suitable for image encryption due to some intrinsic Although many studies have been done in the field of
properties of the images such as bulky data capacity and  chaos-based image encryption, in this paper, an attempt is
high redundancy, which are generally difficult to handle by = made to analyze different structures of chaos-based
using these traditional techniques [2]. These methods cryptosystems in order for the researchers to choose the best
therefore cannot be good candidates, especially for rapid  operation to encrypt an image. The comparisons are made

communication applications. using the current fastest encryption schemes.
Unlike the conventional cryptographic algorithms which

are mainly based on discrete mathematics, chaos-based II. STRUCTURES OF CHAOS-BASED

cryptography relies on the complex dynamics of nonlinear CRYPTOSYSTEMS

systems or maps which are deterministic but simple. The = There are many structures of chaos-based cryptosystems
distinct properties of chaos, such as ergodicity, quasi- encountered in the literature. In this paper, we are discussing
randomness, sensitivity dependence on initial conditions and  architectures which could generalize all these cryptosystems.
system parameters, make chaos a good alternative forimage = According to their architecture, the chaos-based
encryption. Indeed, there are similarities between chaosand ~ cryptosystems can be therefore classified into four
cryptography. These similarities are listed in Ref. [3]. categories. These categories are: confusion-only, diffusion-
The basic principle of image encryption using chaos is  only, image cryptosystem based on the permutation and
therefore based on the ability of some dynamic systems to  diffusion operations, and image cryptosystem combining the
produce sequence of numbers that are random in nature.  permutation-diffusion architecture.
There are many architectures using chaos-based image The major core of these systems consists of one or
encryption [1,2,4]. Depending on the type of key used inthe ~ several chaotic maps serving the purpose of either just
encryption algorithms, chaos-based cryptosystems are either ~ encrypting the image or shuffling the image and
symmetric or asymmetric. Symmetric encryption, in which ~ subsequently encrypting the resulting shuffled image.
the decryption key is identical to the encryption key, is the There are a large number of chaotic maps used in these
oldest method in cryptology and is still used today. By architectures, for example Logistic map, Tent map, Standard
contrast, asymmetric cryptosystems use different keys for ~ chaotic map, Cat chaotic map, generalized Baker chaotic
decryption and encryption [5]. We focus here on image map, Chen’s chaotic system, Lorenz chaotic system and so
cryptosystem based on the permutation and diffusion on [6]. These chaotic maps represent the key stream
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generators for all the existing chaos-based cryptosystems.

I1.1. Confusion step

For an ordinary image, each pixel is usually highly
correlated with its neighboring adjacent pixels either in
horizontal, vertical or diagonal directions. The confusion
stage is therefore used to reduce the correlation between
pixels. This stage is the pixel permutation where the
positions of the pixels are scrambled over the entire image
without disturbing the values of the pixels. With this stage
the image becomes unrecognizable. The pixel positions are
swapped in the ordinary image or in blocks of images, by
means of a secret key called permutation key. The control
parameter and the initial conditions of chaotic system which
represent the encryption key must be well chosen to get a
pseudo-random sequence.

In this stage, the correlation coefficients of the shuffled
image are too low compared with those of the ordinary
image. Thus, it satisfies zero co-correlation property. The
shuffled image also has a high sensitivity to slightest
changes to the permutation key. However, it is not very
secure to have only the permutation stage since it may be
broken by any attack. Indeed, the histograms in the
confusion step are not uniformly distributed and are the
same from those of the original images.

Many strategies to do the permutation process have been
used in the literature. The comparison of a few of them will
be made hereafter.

I1.2. Diffusion step

The diffusion stage is used to confuse the relationship
between cipher image and ordinary image. Instead of
permuting the entire image, the pixel values are sequentially
modified and the modification made to a pixel usually
depends on the accumulated effect of all the previous pixel
values, so that a slight change in one pixel could be spread
out to almost all the subsequent pixels. Chaotic map is used
as generation of key stream for substitution and the
substitution is often one of simple operations such as XOR,
XNOR, shift, add, and subtract or a combination of these
simple operations.

Compared to permutation, diffusion significantly
enhances the security of the cryptosystem. The Histograms
in the diffusion step consist of spikes that are almost
uniformly distributed and significantly different from those
of the original images. Therefore these histograms bear no
statistically resemblance to those of the original images and
they do not provide any clue to employ any statistical attack.
However, in general, diffusion is time consuming. For
conventional chaos cipher images, overall 3 to 4 rounds are
needed wusually to achieve a satisfactory diffusion
performance.

I1.3. Confusion-diffusion architecture
The crucial measure for the quality of a cryptosystem is its
capability to withstand the attempts of an unauthorized
participant, or an opponent, to gain knowledge about the
unencrypted information. A good cryptosystem should resist
all kinds of known attacks. For this purpose, Fridrich [7] has
suggested that a chaos-based image encryption scheme
should compose the iterations of two processes: permutation
and diffusion.

The typical block diagram of the permutation-diffusion
architecture is depicted in Figure 1. This architecture forms

the basic structure of a number of chaos-based
cryptosystems recently proposed in the literature [5, 6]. It
includes two important operations: permutation operation
and diffusion operation which are two separate and iterative
stages. In general, separate keys are used for permutation
and diffusion stage of the encryption process for enhancing
the security of the algorithm. However, for a number of
chaos-based cryptosystems, to achieve a satisfactory level of
security by using this architecture the confusion-diffusion
operation is repeated a number of times.

For image encryption, it is more suitable to use
confusion-diffusion operation in this order since the reverse
order (diffusion-confusion) showed that it is the worst
method for key sensitivity [6].

R rounds

Y

Plain-Image

Secrete Key

Figure 1. Image cryptosystem based on the permutation
and diffusion operations.
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I1.4. Combining the confusion-diffusion architecture
Another approach is to consider that separate confusion and
diffusion leads to an effort which is actually duplicated. This
effort may be avoided if the permutation and diffusion
operations can be combined via changing the values of the
pixels while relocating them. The general architecture of this
kind of strategy is depicted in Figure 2. For this kind of
strategy, the image only is scanned once so that the
encryption speed and efficiency can be significantly
improved.

R rounds

A Permutation and Diffusion >
Plain-Imag: T Cipher-Image
—P Key Generator
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Figure 2. Image cryptosystem combining the
permutation—diffusion architecture.

To use this architecture, the key stream must be
generated by the complex chaos-based pseudo-random key
stream generators. At the same time, the use of complex
chaotic systems can make the rise of runtime of chaos-based
image encryption. Indeed, to design fast image encryption
architecture, some authors do not recommend the use of
complex chaotic maps [6].

III. EXPERIMENTS AND PERFORMANCE
ANALYSIS OF CRYPTOSYSTEMS
All the architectures of chaos-based cryptosystems
represented above raised some open questions. In an attempt
to give an answer to each of the issues raised, we perform
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here experiments and we analyze performances of a few
chaos-based cryptosystems by using common analytical
criterions.

II1.1. Chaotic maps

Chaotic maps often occur in the study of dynamical systems.
For a discrete time index set, T = {0, 1, 2,...}, consider a
time series {n, n€ T}. Assume that x is an initial condition.
Discrete maps usually take the form of iterated functions as
follows:

x,,=F(x,) (1)

where F is a nonlinear function.

Chaotic map is an effective technique for image
encryption. The initial condition and parameters of the map
can be taken as secret keys. The traditional approach to
extracting pseudorandom numbers from the output of a
chaotic system involves iterating Eq. (1) and then extracting
a value from its current state variable. These two operations
are performed repeatedly until sufficient pseudorandom
numbers are obtained. We then obtain the chaotic sequences
X=[x1, X, x3...] usable for the generation of a pseudorandom
keystream.

II1.2. The permutation analysis of a few cryptosystems
In their paper [8], Chong Fu et al. proposed to use Chirikov
standard map to shuffle the pixel positions of the plain
image. However, the state value of a chaotic map is a
floating-point number. For a use in cryptography, an integer
is usually required. This means that the conversion from
floating-points to integers cannot be avoided in practical
applications. Unfortunately, such a conversion is time
consuming. In order to incorporate Chirikov standard map
into image encryption that operated on a finite set, they must
then discretize. Its application to a grayscale test image with
512%512 size is shown in Figure 3.

(c) tel)

Figure 3. (a) The plain image with 512x512 size. (b) The
test image after applying the Chirikov standard map
once. (c) The test image after applying the Chirikov
standard map three times. (d) The test image after

applying the Chirikov standard map five times.

As a result, to get the image completely unrecognizable
this permutation needs five rounds of iterations. The
methods which are based on this approach suffer from a
problem. Due to the finite computing precision, orbits of
temporal discrete chaotic systems can eventually become
periodic and thus produce a low level of security.

In the paper by Fouda et al. [9], the technique used for
the permutation of pixels is based on the ascending or
descending sorting of a chaotic sequence. By the chaotic
scheme of the values in a generated sequence, they obtain a
pseudorandom distribution of the positions (indices) of these

values as shown in Figure 4. The permutation key is then
defined as a distribution of indices derived from the sorting.

As a result, this method allows to easily achieve high
performance of pseudorandom permutation through any type
of chaotic systems using the true precision of the computer.
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Figure 4. Permutation based on chaotic sequence sorting.

In their paper, Fouda et al. [10] proposed a novel
permutation strategy which significantly accelerated the
permutation step of their previous work [9]. In this previous
work, the initialization phase was not dynamic to increase
the complexity of the algorithm. Indeed, the generation of
large permutation from the chaotic system was extremely
time-consuming, due to the large amount of
integrations/iterations. As a consequence, it was necessary to
make more than one round for the previous cipher to be of a
higher level of security. To overcome this, they proposed a
new technique for the fast generation of large permutation
keys, by combining chaotic system with Linear Diophantine
Equation (LDE). In this scheme, chaotic numbers are
generated using a chaotic system. Then these numbers are
used to generate the coefficients of the LDE. The solutions
of LDE are used to generate the permutation key for
encryption. The high security and low computational
complexity are achieved not only by using large permutation
based on the sorting of the solutions of LDE but also by
generating only one permutation from the sorting of the
solutions of the LDE, then by dynamically updating d
number of integers (d > 2) in the permutation.

In another paper of Chong Fu et al. [11], the chaos-based
bit-level permutation scheme is proposed for digital image
encryption to overcome the drawbacks of conventional
permutation-only type image cipher. The scheme introduced
a significant diffusion effect in the permutation procedure
through a two-stage bit-level shuffling algorithm. The two-
stage permutation operations are realized by chaotic
sequence sorting algorithm and Arnold Cat map,
respectively. In this scheme, a grayscale image is
decomposed into 8 bit-planes and each bit-plane is shuffled
separately by using Arnold Cat map, thus a certain diffusion
effect is introduced in permutation stage. As a result, the
histogram of the cipher-image is fairly uniform and
comparable with that of permutation—diffusion scheme
owing to the significant diffusion effect introduced in the
shuffling process as shown in Figure 5.

All the permutation strategies discussed here are
representative for all the others. They use different security
analysis to validate the good performance and the
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Tablel. Comparison of different permutation steps

Reference Permutation Permutation with Permutation Permutation

with a the chaotic with the chaotic with diffusion

discretized map sequence sorting sequence effect
[8] [9] sorting+LDE [11]
[10]
Entropy 7.4456 7.4456 7.4456 7.9880
NPCR 99.3931 99.3954 99.3435 -
UACI 21.6319 21.5115 21.4312 -
Correlation Horizontal 0.0491 -0.000017 -0.0028 0.0368
f)‘f’fefi;‘lft‘éz vertical 0.0511 20.0029 20.000787 20.0392
image diagonal 0.0310 0.00068 -0.0020 0.0068
Round number 5 1 1 2
of permutation
Key space 9.2x10" 2.27x10°’ 2.27x10°’ 2>’
Key sensitivity 96.99 percent 99.3839 percent 99.42 percent 99.61 percent
difference difference difference difference

robustness. All the security analysis details are concluded in
the form of table as shown in Table 1. The plain-image of
Lena of size 512x512 is used in all the experiments. From
this table, an analysis can be made of each permutation
method used for image encryption using chaos theory.

For the above values, we can find that all the permutation
schemes are key sensitive; except reference [8] which has
low key space, the key space of the others references is very
large to resist brute force attack; the correlation coefficients
are low so all the pixels are decorrelated. However, as
conventional permutation operation shuffles only the pixel
positions without changing its value, entropy of the three
others permutation types are near to that of the original
image and the histogram of the shuffled image is the same as
that of the plain-image. The permutation with diffusion
effect method shows a competitive performance as
permutation encryption scheme compared to the others.
However, in order to incorporate generalized chaotic Cat
map into image encryption that operated on a finite set, it
has to be discretized. And we told that this operation is time
consuming. Indeed due to the discretization of chaotic maps,
at least two rounds of the permutation process are used to
obtain satisfactory performance. By using permutation with
a discretized map, due to the finite computing precision,
orbits of temporal discrete chaotic systems will eventually
become periodic and the encryption scheme could be weak
to resist all kind of attacks. The use of chaotic sequence
sorting allows taking advantage of the true accuracy of the
computer for the fast generation of chaotic sequences. The
method also presented the advantage that it could be
combined with any type of chaotic system.

II1.2. The performance analysis of the whole chaos-
based encryption algorithm

We have previously shown that the permutation-only type
image cipher is superior in the aspect of efficiency due to its
lowest computational complexity. It only shuffles the
position of each pixel in a secret order while it does not alter
its value. Here, we are focusing only on the whole chaos-
based encryption algorithm as it already includes the
diffusion aspect. Indeed, in all the chaos-based encryption
algorithms, the image cipher introduces a substitution
module which alters the pixel values sequentially in order to

significantly enhance the security of the cryptosystem.

To perform our study we consider the two most
important structures of chaos-based encryption schemes
namely the separated permutation and diffusion stages and
the combined permutation and diffusion stages.

a1, 00 20

0 B0 om0

Figure 5. The histogram of the permuted image. (a)
Plain-image. (b) Permutation with the chaotic sequence
sorting+LDE. (c) Permutation with diffusion effect.

In the encryption schemes which use the permutation-
diffusion technique, many methods have been often used to
obtain a good cipher image. To cite a few, we have:

- The cipher image can be obtained by XORing the shuffled
image binary sequence with the key stream;

- The cipher image is obtained by XORing each pixels of
confused image with the diffused image;

- The cipher image is obtained by XORing each pixels of
confused image with the diffusion key;

- by XORing the permuted pixel array and the chaotic
sequence an intermediate cipher is generated. This
intermediate cipher image is shuffled to get the final cipher
array. The resultant cipher array is transformed to get the
final cipher.

- The cipher image is obtained by XORing each pixels of
confused image with the diffusion key and the previously
masked pixel. This diffusion process is subsequently more
secure by XORing the cipher image with the key stream;
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Another technique is to combine the permutation and
diffusion stages, instead to separate them as previously.
Some of them are presented below:

- Some algorithms decompose input images into bit-planes,
randomly swaps bit-blocks among different bit-planes, and
conducts XOR operation between the scrambled images and
secret matrix;

- The image is partitioned into blocks of pixels. Then, a
chaotic pseudorandom sequence is employed to shuffle the
blocks and, at the same time, to change the pixel values. The
technique used for the generation of pseudorandom numbers
from spatiotemporal chaos avoids time-consuming
operations such as multiplication and conversion from

In all the presented schemes, the decryption process is
the reverse operation of encryption.

The chaos-based encryption schemes discussed here are
representative off all the others. They use different security
analysis to validate the good performance and the
robustness. All the security analysis details are concluded in
the form of table as shown in Table 2. The comparisons are
made using the current fastest encryption schemes and the
plain-image of Lena of size 512x512 is used in all the
experiments.

From the Table 2, we can find that all the studied
encryption schemes have exhibit a high rate of security.
Indeed, all the schemes have entropy close to 8; an expected

floating points to integers. valuer of NPCR which is around 99.609%;
Table2. Comparison of different chaos-based encryption algorithm
The permutation-diffusion Combining the permutation-
diffusion
Reference [8] [9] [10] [2] [4] [11]
Entropy 7.9902 7,9993 7.9992 7.9994 7.9992 7.9880
NPCR 99.61 99,603 99.6201 99.639 - -
UACI 33.48 33,456 33.4006 33.554 - -
Correlation Horizontal 0.0088 -0,0010 0.0026 0.000707 -0.0155 0.0368
g}’fgﬁﬁg vertical 00087 __-0,0016 00034 0002165 _ 0.0199 _ -0.0392
image diagonal -0.0060 0,0010 -0.0019 0.014886 0.0244 0.0068
Number 1 10 1 2 - 2
of rounds
Key space 217 2.27x10°"  2.27x10”’ - 2+ 2™
Key sensitivity 99.62 99,628 99.61 99.622 high 99.61
percent percent percent percent percent
difference difference difference difference difference

an expected value of UACI which is around 33.464%; the
correlation coefficients close to zero; a large key space to
resist brute force attack and a high key sensitivity to resist
differential attack. When the security requirement is
fulfilled, the running speed becomes an important factor for
practical applications. In references [2, 9, 11] at least two
rounds of the substitution diffusion process are used to
obtain satisfactory performance. Chong Fu et al. proposed a
single round architecture for image encryption by
introducing a bidirectional diffusion scheme which
accelerates the spreading process is used [8]. Although this
reduces the number of rounds, the single round itself takes
longer. Indeed their scheme leads to a longer processing
time in a single round because the permutation is time
consuming. According to the number of rounds to obtain
high level of security while preserving the speed, the scheme
proposed in [10] could guarantee real-time encryption.

This study also point out that most of the existing chaos-
based encryption algorithm demands a huge amount of
computational time due to repeating process of shuffling and
quantization of real values sequence of chaotic numbers into
binary representation. Although we cannot currently avoid
the discretization of chaotic values in the diffusion phase,
the study shows that we should continue to improve the
image encryption without cyclic digitization of chaotic
numbers in the generation of permutation and diffusion
keys.

For the experiments, the following formulas which assess
the quality of the good cipher have been used.

Correlation of adjacent pixels

There is a very good correlation among adjacent pixels in
the digital image. Eq. (2) is used to study the correlation
between two adjacent pixels in horizontal, vertical and
diagonal orientations.

= o ' )
o) 3]
.
X=—>x
N&<T 3)
_ 1
Y N - Yi “)

where x; and y; are greyscale values of i-#h pair of adjacent
pixels, and N denotes the total numbers of samples.

Information entropy analysis

In information theory, entropy is the most significant feature
of disorder, or more precisely unpredictability. It is well
known that the entropy H(m) of a message source m can be
measured by:
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HZ—TZ::P(m,-)Ing(p(mi)) (5)

where M is the number of bits to represent a symbol; p(m;)
represents the probability of occurrence of symbol m; and
log denotes the base 2 logarithm so that the entropy is
expressed in bits. For a purely random source emitting 2°
symbols, the entropy is H(m) = 8 bits.

Differential attack analysis

The diffusion performance is commonly measured by means
of two criteria, namely, the number of pixel change rate
(NPCR) and the unified average changing intensity (UACI).
NPCR is used to measure the percentage of different pixel
numbers between two images. The NPCR between two
ciphered images A and B of size mxn is:

m_ n

22D J)

NPCR,, ==~ x100 ©)
mxn
where
(U AG )= B(iL))
D(i,j)=
(l J) {O otherwise (7)

The NPCR value for two random images, which is an
expected estimate for a good image cryptosystem, is given
by:

1
NPCR o0 = (I—WJXNO ®)

where N is the gray levels of the image. For instance, the
expected NPCR for two random images with 256 gray levels
18 99.609%.

The second criterion, UACI is used to measure the
average intensity of differences between the two images. It
is defined as:

100 & JAG ) - B )|
UACLy =—— ZZ T ©)

The UACI value for two random images is given by

N-1

>i(i+1)
UACI =— |

g (10
xpecte N? N-1

x100

IV. CONCLUSION
The paper proposes comparative analysis of different
structures of chaos-based cryptosystems. According to their
architecture, we classified the cryptosystems into four
categories. After that we discused and analyzed each
encryption scheme. We use different security analysis to
evaluate the most popular permutation strategies that are
representative off all the others. Then we employ the same
method to evaluate the most important structures of chaos-
based image encryption schemes: the permutation-diffusion
and the combining permutation and diffusion. The
comparisons are made using the current fastest encryption

schemes. The study points out that most of the existing
chaos-based encryption algorithm demands a huge amount
of computational time due to repeating process of shuffling
and quantization of real values sequence of chaotic numbers
into binary representation. The use of chaotic sequence
sorting allows taking advantage of the true accuracy of the
computer for the generation of fast permutation and
diffusion keys. Thus, coupled with the diffusion process, this
scheme achieves high level of security while preserving the
speed.
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