
FACULTATEA DE ELECTRONICĂ, TELECOMUNICAT, II S, I TEHNOLOGIA
INFORMAT, IEI

Ing. Zsuzsanna-Ilona KISS

PHD THESIS
METHODS AND TECHNIQUES FOR INTEGRATION

OF NETWORK CODING ALGORITHMS INTO

COMMUNICATIONS

Abstract

PhD supervisor,
Prof. dr. ing. Mircea GIURGIU

2012

1



Contents of the thesis

1 Introduction 4
1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.2 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.3 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
1.4 Structure of the thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2 State of the art 9
2.1 Network Coding techniques . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2.2 Classification of Network Coding techniques . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.2.1 Classification after the design mode . . . . . . . . . . . . . . . . . . . . . . . . . . 13
2.2.2 Classification after the operation mode . . . . . . . . . . . . . . . . . . . . . . . . . 13
2.2.3 Classification after the context . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

2.3 Network Coding advantages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
2.4 Architectures proposed for the future Internet . . . . . . . . . . . . . . . . . . . . . . . . . 16

3 General principles of integration of NC techniques into communication networks 20

4 Optimization of communication networks implementing NC 28
4.1 Optimization using the discrete Lagrange multiplier . . . . . . . . . . . . . . . . . . . . . 28

4.1.1 General description of the DLM algorithm . . . . . . . . . . . . . . . . . . . . . . . 29
4.1.2 DLM method for NC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

4.2 Network optimization using genetic algorithms . . . . . . . . . . . . . . . . . . . . . . . . 50
4.2.1 Adaptation of genetic algorithms for network optimization . . . . . . . . . . . . . . 51

4.3 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

5 Integration of NC techniques into centralized wireless networks 59
5.1 Network Coding techniques based on XOR operation . . . . . . . . . . . . . . . . . . . . . 59
5.2 Network Coding techniques based on Reed-Solomon codes . . . . . . . . . . . . . . . . . . 71
5.3 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

6 Integration of NC techniques into wired networks 82
6.1 NC based on XOR operation for video transmissions. Case study . . . . . . . . . . . . . . 82

6.1.1 Packet encoding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82
6.1.2 Dynamic coding activation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84
6.1.3 Signaling messages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
6.1.4 Working principles of the nodes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
6.1.5 Experimental results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

6.2 RNC implementation for streaming applications . . . . . . . . . . . . . . . . . . . . . . . . 91
6.2.1 RNC coding techniques . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91
6.2.2 Adaptation of RNC techniques for multiple unicast transmissions . . . . . . . . . . 92
6.2.3 Implementation and evaluation of the proposed solution . . . . . . . . . . . . . . . 95

6.3 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

7 Integration of NC into network architectures proposed for the future Internet 100
7.1 Generic path architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

7.1.1 General principles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
7.1.2 GP architecture for NC integration into WAN networks . . . . . . . . . . . . . . . 102
7.1.3 GP architecture for NC integration into wireless networks . . . . . . . . . . . . . . 110

7.2 Integration of NC into other architectures propsed for the future Internet . . . . . . . . . 116
7.2.1 FARA architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116
7.2.2 FIND architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117
7.2.3 Service centric architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118
7.2.4 SILO architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
7.2.5 RBA architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121

7.3 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

8 Conclusions and contributions 125
8.1 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125
8.2 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

2



Keywords

Architectures, network coding, communication networks, integration and optimization techniques.

Introduction and motivation

In the past two decades telecommunication networks became an important part of everyday life. The
increasing number of users, the diversity of the devices connected to the network and the variety of the
services became a problem of the Internet. The basic architecture of the Internet did not change in the
past 30 years. Network Coding (NC) techniques, introduced by Ahlswede in 2000, represent a promising
solution to security problems, routing, efficient resource usage and quality assurance.

The basic idea of Network Coding is that the network nodes can realize arithmetic operations on the
received packets. It was proved that broadcast and multicast protocols have better performances using
NC and unicast protocols have at least the same performances using NC as the protocols without NC.
NC techniques have a large applicability in multicast data transmissions, peer-to-peer networks, sensor
networks, wireless networks, security, network monitoring, distributed storage, etc. In the past decade
many studies about NC were published, but the majority are pure theoretical, the studies regarding the
practical integration of NC into real communication networks are relatively few.

The objectives of the thesis

The main objective of the thesis is the integration of network coding techniques into different types
of communication networks. This integration implies a series of problems, yet unsolved completely. NC
techniques require additional transmission and computational resources, so they have to be activated
only in the moments when the data transmission are not possible without NC due to the conditions in
the network. The performances of NC depend significantly on the network topology, the complexity of
the coding solution increases with the size of the network. In many cases it is not necessary for every
node in the network to realize coding operations and selecting only a subset of nodes for coding reduces
significantly the computational complexity. In a communication network flows with different
characteristics are transmitted and the NC coding/decoding algorithms have to be able of
coding/decoding of these flows. The architectures of the current networks do not allow the direct
integration of network coding, so it is necessary to define, identify and implement new architecture
modules which facilitate the implementation of NC.

According to the problems described above, the objectives of the thesis are:
• the proposal of algorithms for identification of network topologies in which NC can be applied;
• the optimization of coding topologies for efficient usage of network resources;
• the optimization of network topologies for increasing the quality of transmissions;
• the proposal of solutions for flow control and synchronization in the scope of using NC;
• the proposal of a solution for using NC for congestion control;
• the definition of NC activation/deactivation algorithms and the necessary signaling messages;
• the definition of architecture elements which allow the integration of NC into communication

networks.

Structure of the thesis

The first chapter represents the introduction of the thesis including the motivation, the definition of
the main objectives and a synthesis of the contributions of the thesis.

The second chapter presents the state of the art in the field of the thesis. The first part describes the
theoretical aspects of network coding techniques and their classification, and the second part presents the
architecture proposals for the future Internet, presenting the most important research projects dealing
with them.

In the third chapter the general problems related to the integration of NC into real communication
networks are presented. In order to make this integration possible the coding network has to be
identified, there has to be a strong interaction between the components of the network for dynamic
activation/deactivation of the coding operations and the nodes capable of these operations have to be
selected. In this chapter the basic architecture of a NC capable network was proposed, being identified
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the most important management and processing modules, the architecture of NC capable nodes
contains the identified modules was also proposed and the signaling protocol used for coding/decoding
operations control was described. The methods and principles proposed in this chapter represent the
basis of the integration solutions presented in the other chapters.

In the fourth chapter methods for the selection of the nodes involved in NC and of the topologies
capable of NC are proposed. For this selection process optimization methods are used, which can be
applied in any network independently from their type. The considered optimization methods can be
included in two categories: deterministic methods and evolutionary methods. The discrete Lagrange
multiplier, which represents the deterministic method, is used to achieve congestion control in a
communication network while minimizing the resources needed for transmissions. The theoretical
aspects of this method, the adaptation of it to the given problem and the experimental results are
described. It was shown that the proposed solution has a high degree of scalability and it is efficient in
what concerns the required additional resources. As an evolutionary method a genetic algorithm was
presented, which is used for the selection of nodes which have to implement the coding operations. The
complexity, scalability and processing time performances of the implemented genetic algorithm were
evaluated for different parameters of the algorithm. The scope of this evaluation was to obtain a set of
optimal parameters of the algorithm which can offer a good optimization solution for medium
complexity network topologies.

The fifth chapter presents the integration of NC techniques into cooperative wireless communication
networks. Two types of network codes are considered: XOR between the packets and the use of Reed-
Solomon codes. The network model, the theoretical analysis of these codes are described and methods
for cooperation cluster structuring are proposed. For the selection of the network topologies in which
NC is implemented genetic algorithms are used. After optimization a cooperation cluster is obtained
which requires less additional resources and assures better performances than the original cluster. The
adaptation of the genetic algorithms to this problem is described, the objective functions are defined
and the implementation of the simulators used is presented. The experimental results show that the
proposed algorithm for the structuring and optimization of the cooperation cluster, in which NC based
on XOR operation is used, using genetic algorithms is a flexible and efficient method when multiple
requirements are imposed for the cooperative topologies. The proposed graph optimization algorithm
tested on medium complexity graphs provided a significant decrease of the outage probability of the
network and a smaller medium BLER value. The solution based on Reed-Solomon codes improves the
quality of transmissions in wireless sensor networks having cluster tree topology. The results show that
the decrease of the BLER value can be obtained, and that the genetic algorithms allow the selection of
the nodes involved in NC operations such that the global performances are improved.

The sixth chapter describes the integration of NC techniques into real communication networks. The
implementation of two types of codes is presented: codes based on XOR operation between the packets
and codes based on RNC. The network coding techniques were implemented practically being evaluated on
real testbeds whose configurations are also presented. The most important aspects of the integration are
described: the signaling protocols defined, the structure of the packets, the application specific headers,
the control and synchronization of the flows to ensure the correct decoding of the packets. The XOR-
based techniques are used for video transmissions, the quality of transmission being evaluated according
to objective and subjective criteria. The tests showed that, from the point of view of lost packets, the use
of NC techniques increased the performances significantly. The mathematical framework proposed for
using RNC in data dissemination applications is based on the theory of the RNC codes used for multicast
transmissions. The construction of the coding matrices is proposed such that for each destination it is
possible to select the data flows which it wants to decode in the conditions when the sum transfer rate
of the source flows is higher than the capacity of the network. The developed method allows multiple
unicast transmissions with a global rate approaching the capacity of the network between a source and
destinations. The proposed solution was evaluated using a testbed which allows the physical adjustment
of the transfer rate on some links. The measurements show significantly better performances than the
transmissions without RNC.

The seventh chapter contains the description of network architectures proposed for the future Internet,
which were identified by the author as being suitable for NC integration. Several architectures are
presented, the most important being the one proposed in the FP7 4WARD research project. The main
architecture elements which allow the integration of NC are identified. The architecture of the NC capable
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generic path factory was proposed, a signaling sequence between the NC capable network components,
the GPF and INM CLQ, was elaborated. A method for instantiation of multipoint-to-multipoint generic
paths based on the inheritance property of the simple generic paths was proposed. The testbed was
extended in order to evaluate the proposed concepts and methods and the interactions between them.
The architectures of the mediation points participating in the NC coding/decoding process were also
proposed and particularized for integration of NC into wireless networks. Solutions for integration of
NC into other architectures proposed for the future Internet, FIND, service centric architecture, FARA,
SILO and RBA, are also analyzed. Two concrete solutions of NC integration were proposed considering
the SILO and RBA architectures.

Contributions of the thesis

Contribution 1: Identification of the problems and requirements related to the integration of
network coding techniques into communication networks with proposals of practical solutions for NC
capable network topology identification, for NC capable node architecture and for a signaling protocol
for dynamic coding operation activation/deactivation. The contributions are included in chapter 3 and
some of the presented aspects were published in the articles [Pol09] and [Kis11].

Contribution 2: The development of the method for identification and optimization of network
topologies using the discrete Lagrange multiplier and its application for the implementation of a
congestion control solution based on Network Coding. This contribution refers to the elaboration of the
mathematical model adapted to the requirements of the simple topologies, which are instantiated
around the bottleneck link and capable of NC, identification and optimization problem, the
generalization of the solution considering different types of topologies, the implementation of simulators
used for verifying the defined mathematical model and the evaluation of the optimization algorithms
and validation of the mathematical model for different cases.

Contribution 3: Optimization, from the point of view of costs, of the network topologies in which NC
is implemented using genetic algorithms for the identification of the nodes which have to perform coding
operations. The contribution refers to the implementation of a simulator for verifying the performances
of the genetic algorithms and the definition of the optimal parameters of the genetic algorithm which offer
a good solution of the optimization problem in the case of medium complexity topologies. Contributions
2 and 3 were described in chapter 4, and the results formed the basis of the publications [Kis10], [Kis11a]
and [Kis12a].

Contribution 4: The development of a solution for genetic algorithm based optimization of
centralized wireless networks which implement NC techniques in the scope of improving the
performances of the transmissions. The contribution includes the adaptation of the genetic algorithms
to the problems of wireless networks, the implementation of simulators for validation of the
optimization methods and evaluation of the genetic algorithms used through simulations. This
contribution is presented in chapter 6. The research activity in this direction conducted to the
elaboration of articles [Pol12], [Kis12d] and [Bot10].

Contribution 5: Integration of XOR operation based network coding techniques into a real
communication network. In this scope the dynamic coding/decoding methods were developed, the
signaling protocol used for dynamic NC operation activation/deactivation was realized, flow
synchronization methods at the coder and decoder were implemented, the software modules integrated
into a real network were implemented and the solution was practically tested.

Contribution 6: The development of the RNC coding solution for multiple unicast transmissions
in directed networks and the evaluation in a real communication network. This contribution includes
the elaboration of the mathematical basis of the RNC codes used for multiple unicast transmissions, the
definition of the trafic model of the test flows, elbaoration of the practical coding/decoding and flow
synchronization methods, software implementation of these coding techniques and testing of the RNC
solution. Contribution 5 and 6 are described in chapter 6 and formed the basis of the publication [Kis12c].

Contribution 7: Integration of network coding techniques into different architectures proposed for
the future Internet. In this scope an integration model into the architecture concepts proposed by the FP7
4WARD research project was defined, other architectures proposed for the future Internet which allow
the integration of NC techniques were identified and concrete integration solutions were proposed. This
contribution is presented in chapter 7 and the results were published in the articles [Kis11b], [Kis12b],
[Rus10] and [Cor11].
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