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Context

'he GridMOSI Project (2005-2008)

Virtual Organization using Grid
Technology for High Performance
Modeling, Simulation and Optimization

Five Institutions (ICI, UPB, INCAS,
UTCN, UVT)

_ead by: Dr. Ing. Gabriel Neagu

JTCN participation - Modeling and
Optimization for Cryptology
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Context (2)

'he UTCN grid node (simplified view)
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o5

17.04.2008 EGEE Workshop - UTCN



Context (3)

'he UTCN grid node:

22 processors — P4 class, 3GHz
1GB RAM / processor

160 GB HDD / processor

OS - Scientific Linux 3.0.8
Middleware - g-lite 3.0.2

Experiments were performed on other
nodes of the grid as well
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Preliminary Work

Grid Applications

Finding the Optimal Read Buffer Size for
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Preliminary Work (2)

Finding the Optimal Read Buffer Size for

Grid Applications - [130,000; 290,000]
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Preliminary Work (3)

Finding the Optimal Read Buffer Size for

Grid Applications - [150,000; 300,000]
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Preliminary Work (4)

Finding the optimal number of worknodes
for a given size of a problem:

Matrix Multiplication

Gauss Elimination

Minimum Spanning Tree

Shortest Path

Transitive Closure

Graph Isomorphism

Sorting Algorithms
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Preliminary Work (5)

Matrix Multiplication 2D
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Preliminary Work (6)

Gauss Elimination
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Preliminary Work (7)

Time %
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Preliminary Work (8)

Time %
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Preliminary Work (9)

Graph Isomorphism
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Preliminary Work (10)
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Papers (2006)
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Goals

determine the degree of suitability of
cryptographic algorithms for grid execution

finding ways of parallelization of the
algorithms on a grid architecture

finding suitable execution (working) modes
for the grid infrastructure

improve performance

provide a “library” of algorithms for grid
applications
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Taxonomy (0)

Practical observation on what
nappens on the grid:

Programs consume files and produce
other files

It would be nice to be able to:
B Apply same program on several files

B Apply several programs on the same file
B Apply several programs on several files
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Taxonomy

Flynn’s taxonomy Our taxonomy
SISD SPSD
SIMD SPMD
1 MISD (OMPSD
MIMD MPMD
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Taxonomy (2)

Adapting our taxonomy for the Grid
Program = Executable

Data = File / Files

Problems:

B Programs have additional parameters

B Find a unitary approach for all 4
categories — batch scripts, easy to use

B Exploit parallelism where available
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Taxonomy (3)

PSD/L [Local execution]
PSD/G [Grid execution]
PMD/G [Grid]

PMD/G/DP [Grid, data parallel]
PSD/G [Grid]

PSD/G/DP [Grid, data parallel]
PMD/G [Grid]

PMD/G/DP [Grid, data parallel]

< ZIX<<LLNm
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Taxonomy (4)

[0 SPSD-L (Single Program Single Data - Local)

Program

TI node
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Taxonomy (5)

[0 SPSD-G (Single Program Single Data - Grid)

Program ﬁ)

Diata D
{ File )

arid node
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Taxonomy (6)

[0 SPMD-G (Single Program Multiple Data - Grid)

Program
Data ]} D R Dy, n job-ur
( File ) ( File ) ( File )
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Taxonomy (/)

0 SPMD-G-DP (Single Program Multiple Data -
Grid - Data Parallel)

Programmn

Data I D o Dy fi job-urt

( File )
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Taxonomy (8)

0 MPSD-G (Multiple Program Single Data - Grid)

e (B) () (B2

L

Diata D tmn job-ur

( File )
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Taxonomy (9)

0 MPSD-G-DP (Multiple Program Single Data -
Grid - Data Parallel)

b J : b : . ¥
Data I i Ty i Y i T m job-uri
( File )
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Taxonomy (10)

[0 MPMD-G (Multiple Program Multiple Data -
Grid)

Program

Data mxn job-ur
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Taxonomy (11)

0 MPMD-G-DP (Multiple Program Multiple Data-
Grid-Data Parallel)

Program

mznxk job-ur

Diata
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Cryptographic & Cryptanalitic
Algorithms

Block ciphers (all AES finalists)
Stream ciphers (RC4)

Public key ciphers (RSA)

Hash functions (SHA-1, SHA-2)

Random number generators (NIST,
Diehard)

Random number tests (NIST,
Diehard)
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Experimental Results

Block ciphers:

Mars
RC6
Rijndael
Serpent
Twofish Time () ¢
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Experimental Results (2)

Block
ciphers:
Rijndael - 035
in data :
parallel, Time (s)
grid based |
execution
mode

0.45+

1 2 4 8 16 32 64 128
Node Count
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Experimental Results (3)

Stream ciphers:
B RC4

Not suitable for data parallel, grid
based execution

Inherently sequential

Each byte depends on all previous
bytes

Can be used, but not in data
parallel modes
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Experimental Results (4)

Public key

ciphers: Lz

m RSA . /‘

Most time 0.8 7
Consuming 0.6 / —o—time
operation is 04 /

key-pair 0.2

generation 0 / .

012 1024 1536 2048

17.04.2008 EGEE Workshop - UTCN 34



Experimental Results (5)

Public key
ciphers:

B RSA
Fortunately
kKey-pair
generation
can be |
parallelized 1024 1536 2048

prime size

0 SPSD
B SPMD
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Experimental Results (6)

Hash functions:

B SHA-1

B SHA-2

Not suitable for data parallel, grid
based execution

Inherently sequential

Can be used, but not in data
parallel modes
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Experimental Results (7)

Random number generators:
Linear-Congruential
Blum-Blum-Shub
Micali-Schnorr
Modular-Exponentiation
Quadratic-Congruential-1,2
Cubic-Congruential

XOR

Mersenne Twister

Extremely suitable for data parallel,
grid based execution
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Experimental Results (9)

Random number testing:
B NIST tests (16)
B Diehard tests (15)

Some tests are very time consuming
(ex: Fourier spectral test)

Extremely suitable for data parallel,
grid based execution

17.04.2008 EGEE Workshop - UTCN
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Web interface

Authentication

GridMOSI Login

Username: asuciu
up

uMiversitaTea Password: e

TEHH LA
Language: I En vI

Login

17.04.2008 EGEE Workshop - UTCN
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Web interface

Validation

Login result:

Welcome asuciu
You are logged in!

Preceed to the application
Proxy certificate ok
Change Password

17.04.2008 EGEE Workshop - UTCN
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Web interface

File transfer

Main folder
01-23-2008 23:51.27

Date

[Trash can] 01-19-2008 16:27:48
OpenhP.mht 230103, 01-17-2008 01:40:37
Output_ MPMD-G-DP_cxz 01-19-2008 16:26:34
Plata Lyon.doc 01-16-2008 17:20:52
conf 01-19-2008 16:26:34
networks. pdf 1898958 01-17-2008 01:40:13
receiptLyon. pdf 31509 01-16-2008 17:21:12
2 directories, 4 files (504 Kh)

[ Feere|
o]
T

[ | Creaeioer|
[ cesene]

=
=
=
=
=
=
=
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Web interfacommes

E t' Title : ITest
n C r.y p I n g Category | 1.Black_Ciphers j
M P M D G D P Algarithrn I mars M re6 W twofish [ serpent ¥ rijndael
B B Operating Mode : | Fultiple Program bultiple Data - Grid - Data Parallel j
Computing elerment : |DEFAULT j
Mumber of nodes : m
Description : Itestjub

Usage: [input] [output] [op (ED)] [key in hex] [offset] [length]

Parameters : |E 787abb?7bfecdbdz34a09cd:
Sel Hame Size Date
[Trash can] 01-19-2005 16:27:45
¥ |OpentP mht 230103 01-17-2008 01:40:37
Output MPMD-G-DP_cxz 01-19-2003 16:26:34
[T |Plata Lyon.doc 64512 01-16-2008 17:20:52
conf 01-19-2005 16:26:34
¥ | networks. pdf 189396 |01-17-2005 01:40:13
Iv: |receiptLyon. pdf 31509 01-16-2008 17:21:12

2 directories, 4 files (504 Kh)

17.04.2008 EG :
Submit Jokb Feset




Web interface

List of submitted jobs

Sel JoblD {URL) Status Exit Code Info Sent to Date
Test 1234 [Muitiple Program Multiple Daia - Grid - Data Parallel]

I Description :test joh Ml

r Total Jobs : 1

et status of selected job(s) Get Status |
Celete selected job(s) Deleta |
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Web interface

Get status

Sel JohlD {URL) Status Exit Code Info Sent to Date
ul Test_1234 [Multiple ngmn_".' .‘I:*Fu.fnlp.fe .[?ata - Grid - Data Paraliel] Gt Output |
Description :test joh
https: Atestbedld05 grid. ici. ro:9000/pEYYF GGEAgpP19GhR4acACw  Done (Success) |1 Job terminated successfully celll csa-incas.ra gegz"ljg %SDB
i e . _— o WWed Jan 23
https: Atestbed005. grid.ici. ro: 9000/ mkkxcdUgRHeMGIMOLg3udw | Done (Success) 1 Job terminated successfully cell mosigrid. utcluj.ro 520251 2008
. e . . . o IWved Jan 23
https:/testbed005. grid.ici. ro: 90002 ph LEQdUljcnikdux Ty Done (Success) 1 Job terminated successfully cell.mosigrid. utcluj.ro 590253 2008
) o . . Wed Jan 23
https:Atestbedd05. grid. ici. ro:9000/4)_JGx7uBdmyEBDm1ohy Daone (Success) |1 Job terminated successfully cel1.info.uvt.ro 590279 2008
i e . . . . . YWed Jan 23
https: Atestbedd05. grid.ici. ro:9000/83i0t LD bEgiGOBWwb Y () Done (Success) |1 Job terminated successfully cel1 . info. uvt.ro 520228 2008
. e . . o IWved Jan 23
https:/testbed00S. grid.ici. ro: 90008 53z8F RFRZntkS g1 9xxa, Done (Success) 1 Job terminated successfully cell.mosigrid. utcluj.ro 590353 2008
_ o ) . L Wed Jan 23
https:Atestbedd0S. grid.ici.ro: 9000/ xsEMNBSRP3nGlxdWWDtRDg | Done (Success) 1 Job terminated successfully testbeddO1. grid.ici.ro 590402 2008
) e . A Wed Jan 23
https:ftestbedd05. grid. ici. ro:9000/02%EVIEK 1AlsZ1Wp319 G Done (Success) |1 Job terminated successfully testbedd01 . grid.ici.ro 270803 2008
. e . . . . Wed Jan 23
https:/ftestbed005. grid.ici. ro:9000/dt-Eif 1 GJQpAvB D26 22 hw Done (Success) 1 Job terminated successfully cel1.info. uvt.ro 590325 2008
. o . . Wed Jan 23
https: Atestbedd0S. grid. ici. ro: 9000/ QI mA4ENIQAN2Ty3gd =WWIc 1 Lrwe | Done (Success) 1 Job terminated successfully testbeddO. grid.ici.ra 590400 2008
Wed Jan 23

httos StesthedNS o ici o SOONANRSS5E M = S owet w BT rwHMwen MNnne (Snecesst 1 JAnh terminated sunressfiilly el infnonwt m R



Web interface

Get output

Sel JohlD {URL}) Status Exit Code Info Sent to Date
Test 1234 [Multiple Frogram Multiple Data - Grid - Data Parallel]

N Description :test job Ml

-= Job Validation — START = ﬂ

= Joh Validation - DONE =-

-= Joh Output Retriewval - 3ITART =-

1 : https://testhedl0s. grid.ici.ro: 9000/ paWFGGSAgqpP19GhR4ocACT

2 ¢ https://testhedl0s.grid. ici.ro: 9000/ mEE cdUgRHe MG MOL o3 udw

3 ¢ https://testhedl0S.grid. ici.ro:9000/ QIphLEQATL jenEkduTEyD _J:J
]

H Total Jobs : 1

et status of selected job(s) Ciet Status |
Celete selected jobis) Deleta |
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Papers (2007)

0 A. Suciu, R Potolea, “Towards a GridMOSI
Library”, 6th RoEduNet International
Conference, 23-24 Nov. 2007, Craiova,
Romania, ISBN 987-9/73-746-581-8, pp. 74-79.

0 R. Potolea, A. Suciu, A. Mascasan,
"Benchmarking the Gridmosi Library",
eChallenges 2007, 24-27 Oct. 2007, The Hague,

Netherlands, ISBN 978-1-58603-801-4, pp.
138-145.
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Papers (2007)

[0 R. Potolea, A. Suciu, “Finding the Optimal Read
Buffer Size for Grid Applications”, 9th
International Symposium on Symbolic and
Numeric Algorithms for Scientific Computing
Timisoara, Romania September 26-29, 2007,
Workshop on Grid Computing Applications
Development, pp. 51-54.

[0 A. Suciu, R. Potolea, “Cryptographic and
Cryptanalytic Algorithms for Grid Applications”,
2007 IEEE International Conference on
Intelligent Computer Communication and
processing, 6-7 September 2007, Cluj-Napoca,
Romania, Workshop on Grid Computing (WGC).
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Conclusion

Several categories of cryptographic
algorithms were analyzed, implemented
and tested for grid-based execution

A taxonomy for grid-based execution was
developed - 8 execution modes

Experimental results show substantial
performance improvements (especially in
data parallel modes)

A “library” of algorithms was developed and
Is available for grid applications
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Questions

'hank you for your attention

Questions, please?
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