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Abstract: Nowadays depending on the application domain, the need to protect images against unauthorized users has become a 
challenge. We previously developed and implemented using Matlab software, a new image encryption algorithm that uses the 
permutation-diffusion structure. The permutation step was used to shuffle the positions of the pixels within the image, while the 
diffusion process was employed to improve the security by masking all the pixel values of the image. In this paper we present an 
implementation of this chaos-based algorithm under Qt environment using the C/C++ programming language to show the practical 
aspects of its implementation. This implementation also provides the opportunity of selecting three encryption stages to encrypt 
and decrypt any type of input images. Thus, this allows us to see that the permutation-diffusion structure is required for a secure 
encryption. In order to prove the efficiency of this algorithm a comparison of the encryption time has been made with the other 
similar algorithms implemented on Matlab or C/C++. The results show that the proposed approach performs faster with higher 
security level for the encryption task. 
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I. INTRODUCTION 
In all public telecommunication networks, such as TV cable, 
mobile phones, satellite, the Internet, etc., digital image 
encryption became a field that is more increasingly 
important in many applications as diverse as military 
imaging systems, online personal photographic album, 
medical imaging systems, confidential video conferencing, 
etc. Thus, it is necessary to encrypt these types of data 
before transmission over the public network to preserve its 
security and prevent unauthorized access [1]. Image 
encryption is the term used for conversion of an image from 
its original form to ciphered form, while retrieving the 
original image from its cipher form is called Image 
decryption. Cryptanalysis is used to break the code and 
deduce a specific plain text or the key being used. All future 
and past images encrypted with that key are compromised 
[2]. 
 To encrypt an image, an encryption algorithm is directly 
used, which has led to the development of a various number 
of theories based on encryption techniques [3,4]. However, 
for many image applications, real time, fast, secure and 
reliable monitoring is an essential requirement. For this 
purpose, many traditional encryption algorithms can be used 
[5], but some of these algorithms are hard to understand, 
slow for encryption and not suitable for real time 
applications. Also, their implementation, when they are 
realized by software is even more complicated because of 
the high correlation between the image pixels. Therefore, 
there was a lot of work needed to be done for the 
development of non-traditional encryption methods. As a 

result, a new concept of a chaotic system arose for highly 
secure, fast and easily implemented encryption systems for 
secure transmission networks [6-8]. 
 Chaos-based algorithms have shown exceptionally 
superior properties in aspects such as security and 
complexity [9] due to some interesting intrinsic features of 
chaotic maps such as good pseudo-randomness, ergodicity, 
non-periodicity, non-convergence, unpredictability and 
extreme sensitivity to initial conditions and system 
parameters. They are considered the favorable trade-off of 
the digital image encryption between the security and the 
speed. We can find a brief description of the relationship 
between chaos and cryptography in [10].  Fridrich in [11], 
proposes an image encryption scheme based on three two-
dimensional discrete chaotic maps, namely the Baker map, 
Standard map and the Cat map. To fulfill the request of 
Shannon’s theory, the architecture of the scheme is 
composed of the confusion and diffusion mechanism, which 
is seen as the basic structure for chaos-based image 
encryption algorithms. Afterwards, various chaotic 
algorithms based on that architecture have been proposed 
for securing image applications [6-9, 12-20]. However, as 
chaotic systems are assumed to work in the real number 
domain, some of them lead to a longer processing time due 
to the repetition of encryption rounds to achieve a 
satisfactory security level. On the other hand, its randomness 
behavior will be deteriorated when a finite precision with 
fixed-point arithmetic is used. 
 To avoid the cyclic digitization of chaotic numbers in the 
generation of permutation and diffusion keys and thus 
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achieve high speed as well as high security level 
performances, we have carried out the development of a one 
round chaos-based image encryption scheme based on the 
fast generation of large permutation and diffusion keys with 
a good level of randomness and very high sensitivity on the 
keys [21]. By using Matlab software, simulation results have 
indicated that the developed algorithm could have 
satisfactory speed and high level of security if implemented 
in other platforms. Therefore, this paper presents the design 
of chaos-based image encryption software for the practical 
evaluation of the computation time under the Qt 
development environment using C/C++ as a programming 
language. In addition, it provides the opportunity of 
selecting three encryption stages to encrypt and decrypt any 
type of images input. 
 The rest of this paper contains in Section 2, a brief recall 
of the proposed cryptosystem. In Section 3, an 
implementation of this cryptosystem under Qt environment 
is proposed. In Section 4, the experimental results of 
encryption speed and the security are discussed. Finally, the 
conclusions are made in the last section.    
  

II. PROPOSED CRYPTOSYSTEMS 
We briefly recall the previously developed encryption 
algorithm [21]. The synoptic of the developed chaos-based 
image encryption scheme is shown in Figure 1.   
 

 
  

Figure 1. Synoptic of the developed chaos-based image 
encryption scheme. 

 
As shown in the synoptic, the developed technique is a 
symmetric one-round chaos-based image encryption which 
relies on permutation-diffusion scheme. Therefore, the 
overall architecture of our cryptosystem was divided into 
two stages: permutation of pixels in the image, and the 
masking of the pixel values of the image as a whole. 
 Due to bulky data capacity and high correlation among 
pixels in image files, the permutation process is needed in 
order to decorrelate the relationship between the adjacent 
pixels. For this purpose, in this technique, we have proposed 
to use the integer sequences obtained by the sorting of 
chaotic Logistic Map (LM) by ascending order as the 
permutation key to shuffle the whole image. This technique 
has allowed us to avoid the excess digitization of chaotic 
values. As consequence, the sensitivity to small changes of 

the initial conditions or control parameters is increased, as 
the true accuracy of the computer has been exploited. 
However, this stage as we will see, does not guarantee a 
good level of security. The diffusion stage is thus used to 
modify the permuted image pixels’ values in order to 
confuse the relationship between the plain image and the 
encrypted image as we will see it in the results section. We 
have employed for the diffusion process, the combination of 
the iteration of chaotic Skew Tent Map (STM) and the XOR 
scheme, to mask the pixels. To enhance the security of the 
cryptosystem, the keystream used has been updated for each 
pixel and the computed encrypted pixel values depended on 
both to previously encrypted pixels and random keystream. 
 The mathematical modeling of the developed encryption 
algorithm is summarized below:  
 P is an image of length M×N. Eq. (1) and Eq. (2) are 
respectively used to shuffle the positions of the image pixels 
and to change the pixel values (P).  
 

                             ' ( )P P K=                             (1) 

 
Where P’ is the permuted image and K the permutation key 
obtained by sorting chaotic sequences of the LM.       
 

                ( )8

1mod ' , 2i i iC r P C a
−

= ⊕ + +     (2) 

 
Where Ci and Ci-1 are the value of the currently and 
previously masking pixel respectively; C0 can be set as a 
constant; Pi’ is the permuted pixels; ⊕ is bitwise XOR 
operation; a is a positive integer and r is a diffusion key 
given according to the following formula: 
 

              ( )( )15mod 2 , 256r floor y= ×     (3) 

 

Where y is the iteration of the STM, obtained with the 

parameters below for i=1: 
 

              
( ) ( )
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−
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    (4) 

 

The key r, is dynamically update for each pixel by choosing 

the positive parameters a and b to get α and y0, the 

parameters of the STM in the interval (0,1).  

 The reconstruction of P cannot be made unless the 
distributions of r and K are determined. The inverse 
transform for deciphering is given by: 
 

                ( )8

1' mod , 2i i iP r C C a
−

= ⊕ − −              (5) 

 

                                 '( )P K P=                          (6) 

 
 For more understanding, the flowchart of encryption 
described in the Figure 2 is given. 

The algorithm recalled and described above can thus be 
easily used in another platform as presented in the next 
section. 
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III. IMPLEMENTATION OF THE 
CRYPTOSYSTEM UNDER QT ENVIRONMENT 

USING THE C/C++ 
A graphical user interface (GUI), is a type of interface that 
allows users to interact with electronic devices through 

 
 

Figure 2. Flowchart of the encryption algorithm. 
 
graphical icons and visual indicators such as display panels, 
action buttons, etc., as opposed to text-based interfaces, 
typed command labels or text navigation.  
 The C/C++ language does not have a native library for 
creating GUI. Therefore, one can find tools and libraries for 
creating GUI using the C/C++ programming language in 
[22]. For this research, a complete integrated development 
environment (IDE) Qt Creator was used with the Qt 
application framework to develop a GUI application. One of 
the major advantages of this framework is that it allows a 
team of developers to share a project across different 
development platforms with a common tool for development 
and debugging. It includes an integrated GUI layout, a code 
editor, a visual debugger and forms designer for designing 
and building GUI from widgets applications. This is useful 
and allows to transport the application across different 
computers in order to easily compare the execution time of 
the developed algorithm with others algorithms.  
 The pseudo-codes of the proposed image encryption 
algorithm are shown below: 

PermutationEncryption(QImage *srcImg, QImage 
*dstImg, permutation_key_t *key) 

{ 
    if(key == NULL) 
        return false; 
    if(srcImg->width() != dstImg->width() || 
            srcImg->height() != dstImg->height()) 
        *dstImg = *srcImg; 
    uint32_t    *outputBits = (uint32_t*)dstImg->bits(); 
    uint32_t    *sourceBits = (uint32_t*)srcImg->bits(); 
    int         pixelsNo = srcImg->width() * srcImg-

>height();      /* Number of pixels */ 
    /* Key must have the same length as number of pixels 

in the image */ 
    if(pixelsNo != key->len) 
    { 
        qDebug() << "Key is not good for this image"; 
        return false; 

    } 
    /* Permutation */ 
    for(int i = 0 ; i < key->len; i++) 
        outputBits[i] = sourceBits[key->indexes[i]]; 
    return true; 
} 
DiffusionEncryption(QImage *dstImg, double a, double 

b) 
{ 
    /* Encrypt the first permuted pixel */ 
    for(int k = 1; k < T; k++) 
    { 
        if (x[k - 1] >= 0 && x[k - 1] <= q) 
            x[k] = x[k - 1] / q; 
        else if(x[k - 1] > q && x[k - 1] < 1) 
            x[k] = (1 - x[k - 1]) / ( 1 - q ); 
    } 
    chaoticState = x[T - 1]; 
    /* diffusion key */     
    r = fmod(floor(chaoticState * pow(10.0, 20.0)), 256.0); 
    r = 0;   
    c[0] = r ^ ((p[0].blue + C0 + (int)a) % 256); 
    /* Encrypt the other M*N-1 pixels */ 
    for(int i = 1; i < pixelsNo; i++) 
    { 
        x[0] = (c[i-1] + a) / (255.0 + a + b); 
        q = (p[i].blue + a) / (pixelsNo + a + b); 
        for(int k = 1; k < T; k++) 
        { 
            if (x[k - 1] >= 0 && x[k - 1] <= q) 
                x[k] = x[k - 1] / q; 
            else if(x[k - 1] > q && x[k - 1] < 1) 
                x[k] = (1 - x[k - 1]) / ( 1 - q ); 
        } 
        chaoticState = x[T - 1]; 
        /* diffusion key */ 
        r=fmod(floor(chaoticState* pow(10.0, 20.0)), 

256.0); 
        r = 0;  
        c[i] = r ^ ((p[i].blue + c[i-1] + (int)a) % 256 ); 
    } 
    for(int i= 0 ; i < pixelsNo; i++) 
        p[i].blue = p[i].green = p[i].red = c[i]; 
    delete []x; 
    delete []c; 
} 
These pseudo codes include the permutation and diffusion 

strategies. The decryption procedure is simply the reverse of 
the encryption. 

 
IV. NUMERICAL RESULTS AND DISCUSSION 

We perform all the tests by loading Lena image of size 
512×512 in the software. However, any types of images 
having any size can also be used. Encryption and decryption 
has been made using the following default parameters: x0 = 
0.75, λ = 3.93695629843, for the permutation and a = 7, b = 
4, for the diffusion, with a desktop having the same 
properties than the computer used in [21]: 2.0 Ghz Pentium 
Dual-Core with 3GB RAM Running Windows XP. 
 Fig. 3 shows software after installation. As shown in this 
figure, the proposed image encryption software is very 
friendly because it provides to the user the possibility of 
choosing the type of architecture of his choice (permutation, 
diffusion, and permutation-diffusion) to encrypt and decrypt 
any type and any size of images. By choosing the 
permutation only, it can be observed in Table 1 and from 
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Figure 4 that, the developed permutation algorithm is 
reversible and just needs 1 ms for encryption and 
decryption. The correlation coefficients are also low and the 
pixels of the image are completely disturbed. This stage of 
our algorithm is then very fast compared to other 
permutation techniques [6,23]. 
 

 
 

Figure 3. The software welcome interface. 
 

Table I. The correlation coefficients and execution time at 

the permutation stage 

Permutation 

only 

Original 

image 

Encrypted 

image 

Execution 

time 

Horizontal 

correlation 
0.9718 0.0027 - 

Vertical 

correlation 
0.9849 0.0060 - 

Diagonal 

correlation 
0.9592 -0.0022 - 

Encryption 

time 
- - 1 ms 

Decryption 

time 
- - 1 ms 

 

Unfortunately, as the permutation process scrambles the 
positions of the image pixels without disturbing their values, 
histogram of the permuted image thus remains the same as 
that of the original image as shown in Figure 4. 

 

 
 

Figure 4. Chaos-based image permutation algorithm 
results. 

By choosing the diffusion only, it can be observed in 
Table 2 that the developed diffusion algorithm needs 23 ms 
for encryption and decryption. The time of the diffusion 
process has now increased because at this stage the 
quantization of real chaotic values is now required to change 
the pixel values in order to confuse the relationship between 
the encrypted image and the original image. That is why the 
diffusion process still consumes the most time in a 
cryptosystem. The correlation coefficients for this stage are 
not good compared to those of the permuted image. 
However, the proposed diffusion technique is very fast 
compared to the ones published in [6,23]. 

 

Table 2. The correlation coefficients and execution time 

at the diffusion stage 

Diffusion 

only 

Encrypted 

image 

Permuted 

image 

Execution 

time 

Horizontal 

correlation 
-0.2904 0.0027 - 

Vertical 

correlation 
-0.0049 0.0060 - 

Diagonal 

correlation 
0.0103 -0.0022 - 

Encryption 

time 
- 1 ms 23 ms 

Decryption 

time 
- 1 ms 23 ms 

 

The diffusion step is also highly secure as compared to 
the same references. As we can see in Figure 5, the 
histogram of the diffused image is fairly uniform. Therefore, 
the diffused image can resist against statistical attack. 

 

 
 

Figure 5. Chaos-based image diffusion algorithm 
results. 

 
By choosing the permutation-diffusion structure, one can 

see in Table 3 and Table 4 that combining both schemes 
lead to good correlation coefficients and an acceptable 
encryption time. Indeed, it respects the Shannon’s principle 
[24] which says that for more security, the permutation-
diffusion architecture is required. Table 3 also shows that 
the developed encryption scheme requires only one overall 
round. While for conventional scheme DES and bit-level 
permutation scheme [25], at least two overall rounds are 
needed. One overall round is also achieved by the algorithm 
proposed in [6]. However, to get the correlation among the 
adjacent pixels completely unrecognizable in [6], the 
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Figure 6. Chaos-based image permutation algorithm in the case of periodic logistic map. 
 

permutation step needs five rounds of iterations while in our 
scheme, we only need one round. The running time proposed 
in our previous paper [21] was shorter than 100 ms. This is 
because the algorithm was implemented in Matlab 
environment. Matlab being an interpreted language is usually 
slower than compiled languages. With this proposed 
encryption software, implemented in C/C++ code, the 
average running speed is now shorter than 31 ms compared 
to other encryption schemes. It is now clear that we have 
developed a fast image encryption algorithm using chaos. 

 

Table 3. Comparison of encryption time of the proposed 

with other encryption schemes 

Encryption times 

using  
Algorithms 

Encryption 

rounds C/C++ 

code (ms) 

Matlab 

(ms) 
Proposed 1 31 - 

[6] 1 78 - 

[21] 1 - 90 

[25] 2 74 - 

DES algorithm 16 170 - 

Convention 3 141 - 

 

Table 3. Comparison of the correlation coefficients and 

entropies of different ciphers 
Permutation-

diffusion 
Proposed [6] [21] [25] 

Horizontal 

correlation 
-0.0029 0.0088 -0.0002 0.0368 

Vertical 

correlation 
0.0020 -0.0087 0.0030 -0.0392 

Diagonal 

correlation 
-0.0032 -0.0060 0.0008 0.0068 

Information 

entropy 
7.9993 7.9902 7.9996 7.9880 

 
It appeared from Table 4 that the proposed cryptosystem, 

even implemented using C/C++ code, has good statistical 
parameters which are close to those obtained when 
implemented using Matlab [21]. This table also shows its 
superiority compared to other cryptosystems. 
 For all above results, the success of the encrypted image 
is carried out through the chaotic maps which are mainly 
dependent on the initial conditions and parameters. Thus by 
filling the required parameters of chaotic systems in the 
software, the randomness property of the keystream is more 
suitable for image encryption. As shown in all presented 
figures, the required parameters are within the interval (0,1) 
for x0, (3.58,4) for λ and a, b>0. Figure 6 shows the 
readable encrypted image when choosing x0 = -1 for the 
permutation step for example. Thus, the proposed image 
encryption software is highly key sensitive. 
  

IV. CONCLUSION 
Our paper proposes an efficient chaos-based cryptosystem 
for real time applications. The cipher was implemented using 
C/C++ and a friendly graphical user interface was proposed. 
The paper has shown how the developed software was 
implemented under Qt environment and used for encrypting 
and decrypting an image using either the permutation 
algorithm, the diffusion algorithm, or the algorithm based on 
the permutation-diffusion scheme. The software application 
has been developed to work on any type of operating 
systems. It can be inferred from the result presented that the 
developed encryption software provides the user the 
opportunity of selecting an encryption stage of his choice to 
encrypt and decrypt the image. By analyzing each step, it 
appeared that the statistical parameters (correlation 
coefficients, histogram distribution) of the encrypted image 
obtained when using the permutation-diffusion scheme are 
better than those of the permuted and masked images. 
Therefore, using this software we have showed that a higher 
cryptographic security is achieved when permutation-
diffusion structure is used, as Claude Shannon stated in [24]. 
Furthermore, the encryption time obtained in Matlab 
software is 35% improved. The computation time and the 
common analytical criterions of five existing encryption 
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schemes was also determined and compared with the current 
approach and the results show that the proposed encryption 
algorithm is faster, highly secured and can be implemented 
using low end microprocessors. For future work we plan an 
implementation of this image encryption algorithm on the 
DSP boards.  
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