
L13. Communicating wireless by XBee modules 
 

1. Introduction 
XBee and XBee-PRO ZB embedded RF modules provide cost-effective wireless connectivity to devices in ZigBee mesh 
networks. With the PRO Feature Set, these modules are interoperable with other ZigBee devices (even from other 
vendors). Products in the XBee family are easy to use and in addition they require no configuration or additional 
development, as it is presented in this paper. 
There are also programmable versions of the XBee-PRO ZB module, which allows to program them directly on the 
module; this eliminates the need for a separate processor. Because the wireless software is isolated, applications can 
be developed with no risk to RF performance or security. ZigBee mesh networking protocol is used to improve data 
traffic management, remote firmware updates and self-heal and discover network stability. 
XBee modules are available in a variety of protocols and frequencies, as Table 1 shows.  
 

 

 

 

 
Table 1. Features for different XBee modules [1] 

 

In order to configure the XBee modules, one has to follow few simple steps: the XBee control software (X-CTU) from 
Digi (http://www.digi.com/) has to be installed on the computer and then, one of the modules has to be plugged in 
using the USB cable. When first starting, the setup of the XBees to send and receive from any other compatible 
device (running at the same frequencies, etc) has to be done. This is accomplished by setting the following 
parameters for each module: Destination Address High (DH), Destination Address Low (DL) and PAN ID.  Then, these 
configuration changes have to be written to the XBee module. 

http://www.digi.com/


For a second XBee module the same steps has to be followed and finally, one can use serial terminals to send 
packets between the modems for example. 
 
Using the X-CTU software 
The X-CTU software is only available for Windows. When the setup program asks for updating from Digi, the ‘yes’ 
option will download all the firmware versions for all the XBee modules. 

   
Figure 1. a) The X-CTU Software main window; b) Discover radio devices option 

 
To configure the X-CTU software:  
When X-CTU has been properly installed and started, a window like the one from Figure 1.a) will appear, and the 
XBee module can be connected to the computer. It will be recognized as a ‘USB Serial Port’. We have to know the 
COM number given to this device in order to specify it in the X-CTU (in our test, COM7 was the value given by 
Windows, as seen in Figure 1.b). 
 
Details for the X-CTU operation: 
First, the XBee module you need to configure has to be placed in a USB port of the PC. Then, the X-CTU application 
has to be run, with the option “Discover radio modules connected”.  The appropriate communication port has to be 
selected and configured as shown in Figure 2.a) (if not sure, all options can be selected). The application will start to 
look for different devices connected to the PC and will deliver a message similar to the one from Figure 2.b). 
 

   
Figure 2. a) Set port parameters window; b) Finding connected devices. 

 
 
 
 
Then go to the Configuration Working mode and click to select the device. We must check each parameter first. 



 
Figure 3. a) Configuration Working mode 

 
Figure 3. b) Configuration Working mode -continued 

 
Some parameters should be checked in this stage:  the first parameter, CH: C, the PAN ID: 3332, the destination 
address (2 parts): low part and high part, the KY parameter (if needed, it must be set as hexadecimal key: 32-32 
hexadecimal characters), the serial interface baud rate: as chosen and the API options: API enabled w/PPP. 
 
It is also possible to change the XBees configuration to the values by default set by Digi, but it is risky since you could 
let the XBee without communication. Still, to accomplished the change, from ‘Tools’, the ‘XBee Recovery’ option has 
to be selected. The product family of the device has to be chosen and after that you will probably have to reset the 
XBee. You can read again the radio parameters to check if the change occurred. 



 
Figure 4. Firmware explorer option 

Connecting several devices 
All devices connected in the same network can be shown and configured. 
 
Steps to follow: 
Select Working Network mode. 
 

  
Figure 5. a) Discovering remote devices; b) Read Configuration parameters of the remote device. 

 



With the ‘Scan the radio module network’ option, all connected devices will be shown, in its corresponding topology 
(P2P, tree or mesh). 
Also, you can change the configuration of all devices pressing the ‘Discover radio nodes in the same network’ button. 
 

 
Figure 6. a) Sending packets by remote connection 

 

 
Figure 6. b) Receiving packets by remote connection 

 
 
 
 
 



Range Test Tool 
The Range Test tool has been included within the Tools drop-down menu of the main toolbar. This tool allows you to 
perform a range test between a local radio module and any of the remote modules working in the same network as 
the local one. 
The highlights of the Range Test tool include the following features: 
• The tool is able to perform range tests of 802.15.4, ZigBee and DigiMesh protocols regardless of the working 
mode (AT or API) of the modules. 
• Chart control displaying the current and historic link qualities between modules. 
• Different controls indicating the number of packets sent, lost, etc. 
Steps to follow: 
1 – Once your devices have been configured in the same network, you can go to ‘Tools’ → ‘Radio Range Test’ 
2 – Next, click on the ‘Discover radio nodes in the same network’ button and your connected devices should be 
shown. 
3 – Now, you can add the device and start to perform the range test. 
Remote firmware update 
The remote firmware update feature has been implemented, but this functionality is limited to ZigBee and XBee 900 
series. Now you are able to update the firmware of a remote radio module the same way you do with a device 
physically connected to a PC host. In order to perform a remote firmware update, the local radio module must be 
configured in API mode (XBees for PC are shipped in AT mode and should not be changed). 
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